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ABSTRACT
Due to the emergence of a hyper-connectivity communication
paradigm, the “softwarisation” of the Internet infrastructure and of
its network management framework is gaining increasing
popularity. Cloud computing helps supporting this evolution,
together with the emergence of Software Defined Networking
(SDN) and Network Functions Virtualization (NFV). This
technological paradigm allows to both move services closer to
users, ensuring a lower latency in the service fruition, and support
personalization of services by means of the migration of the latter
towards edge nodes (in the so-called “fog computing” fashion).
Actually, the development of cloud services based on the SDNNFV paradigm has to cope with the availability for researcher and
network enthusiasts to access to a full SDN testbed.
Target of this paper is to present an emulation framework
allowing simplification and cost reduction of network and
application functions development, test and deployment. In such a
way, the proposed architecture aims at supporting future Internet
personal cloud services in a more scalable and sustainable way.
Authors also present a proof-of-concept of the described
architecture: a live video broadcasting service enabling
small/medium and unusual content providers to share events with
a restricted number of interested users without the need of
adopting a dedicated and expensive data delivery infrastructure
and/or subscribing expensive contracts with Telco.

CCS Concepts
• Network Services ➝ Cloud Computing; • Network Services
➝ Programmable Networks; • Network Performance
Evaluation ➝ Network Experimentation.
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Cloud/Fog Computing; Network Orchestration; Network and
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1. INTRODUCTION
The new paradigms of Software Defined Networks (SDN)
[1][2] and Network Functions Virtualization (NFV) [3][4][5] have
recently redefined the vision of communications networking,
providing network managers with a complete and programmatic
control of a dynamic view of the network. The power of SDN is
based on its characteristic of decoupling control and data planes,
moving the network intelligence to a logical centralized
controller. On the other hand, the emerging technology of NFV
introduces important changes in the network service provisioning
approach, leveraging standard IT virtualization technology to
consolidate many network equipment facilities onto standard

servers that could be located in data centers, core/edge network
nodes or even in the end user premises [6][7][8][9]. Moreover,
with the NFV paradigm, network functions become software
applications that can easily be migrated according to specific
policies aimed at optimizing energy efficiency, costs and
performances.
The combined application of both SDN and NFV is strongly
stimulating the interest of Service Providers and Network
Operators in order to make the innovation cycles of networks and
services faster and easier, reducing both OPEX (OPerating
EXpenditure) and CAPEX (CAPital EXpenditure), thanks to the
enormous possibilities of making operation processes (e.g.
configuration of network devices) automatic, and network
functions and services more flexible and cheaper. In fact,
decoupling network and application functions from dedicated
hardware devices, and putting them into Virtual Machines (VMs)
[10][11][12][13], NFV makes functions and services deployment
over the network easier, faster and cheaper. Moreover, using
SDN, traffic control and management functions, like routing, can
be moved out of the network nodes and placed on a centralized
controller software [14][15][16][17]. Coupling both the
approaches, a centralized entity, called Orchestrator, has a
complete view of the network to manage the Control Plane and
deploy Virtual Network Functions (VNFs) [18][19][20]. This will
represent an enabling factor for a rapid evolution of the dynamic
service chain provisioning. Many deployment scenarios of SDN
and NFV could be envisioned [21][22][23][24][25][26],
depending on the network segments (e.g., core or edge) and,
consequently, on the exploitation time horizon (e.g., medium-long
term or short term). The approach of a partial or even total
virtualization, intended as a virtualization of both network
functions and service applications (let us clarify that with this
assertion we mean all those devices that work over the layer 3 and
up to the application level, and that may be located either in the
Telco network or at the user side) seems to begin being widely
accepted by Telco Providers, that show a growing interest in
investigating this new born research field. The reason is mainly to
reduce the costs of network infrastructure deployment and
management, furthermore aiming to promptly migrate to a
dynamic and flexible network architecture that is able to quickly
adapt to market and technology needs. The concepts of flexibility
and programmability introduced by the SDN/NFV network
scenario has to cope with the availability for researcher and
network enthusiasts to access to a full SDN testbed. In this respect
a possible solution could assume the deployment of OpenFlow
enabled switches mutually interconnected and logically managed
by means of a SDN controller. This solution involves a huge
CAPEX investment in order to acquire, deploy and configure the
hardware. Another option, could involve the deployment of an

emulated network scenario, which include a set of interconnected
Open vSwitches. The whole network will be properly managed by
an external SDN controller. This approach allows to realize a
portable and scalable SDN testbed scenario.
Moving from this consideration authors have realized a testbed
composed of a network emulator, Mininet [27], interfaced with a
customized version of OpenDayLight Controller [28]. Mininet
realize the virtual network by means of a process-based
virtualization. It emulates furthermore hosts as bash processes
running in the network namespace, so any code that would
normally run on a Linux server (like a web server or client
program) would run within the host. Host will have its own
private network interface and can only see its own processes.
Switches in Mininet are software-based Open vSwitch, compliant
with the OpenFlow [29] reference. Links are virtual ethernet pairs,
which live in the Linux kernel and connect emulated switches to
emulated hosts (processes). OpenDaylight controller is an
opensource JVM software implementing the Software Defined
Network (SDN) concepts. The controller exposes northbound
APIs which will be used by applications. The OSGi (a back-end
framework allowing the load of bundles, JAR packages files and
binding bundles together for exchanging information) hosts
developed bundles, defining a list of services, which it provides
and consumes.
The rest of the paper is organized as follows: Section 2 will give a
brief description of a SDN-NFV based architecture; in Section 3
we provide a detailed description of the deployed emulation
framework, with particular attention on its main elements, i.e. the
virtualization environment, the SDN controller, the 4G radio
access network (RAN) and Evolved Packet Core (EPC) network
emulator, and the deployed topology; in Section 4 there will be
proposed a live video broadcasting service for small/medium and
unusual content providers running on the emulation framework;
finally, in Section 5 conclusions and future works will be
illustrated.

2. REFERENCE MODEL
An SDN-NFV based service is characterized by the following
elements [30][31][32]:
1. Orchestrator: usually, it runs on a dedicated server and
communicates with all the platform nodes through the Telco
IP network. Its goal is to allocate, migrate and terminate VMs
running platform functions, and to control the traffic paths
according to the run-time evolution of the network. More
specifically, it is in charge of managing and orchestrating the
whole platform, the service chains and the traffic paths
according to the amount of traffic crossing the network, the
requirements of the Telco and the Service Level Agreement
(SLA) with the customers. The main functionalities carried
out by the Orchestrator, they could be summarized as:
a. Software Defined Network Controller: it is the core
application of a softwarized network; it acts as a
networking operating system, sending rules to the
core/edge nodes about actions/routing/port forwarding,
choosing optimal paths for application data delivery, and
exposing northbound API to the applications, in order to
both enable them to request and manipulate services
provided by the network, and allow the network to expose
its state back to the applications. In this respect,
applications could require the resources reservation in an
integrated manner, according to the requirements (in terms
of time, latency and bandwidth) needed to perform certain

tasks, or to implement migration between different
servers. The Orchestration network-status awareness for
applications is necessary to provide a reliable service
according to the expected QoE;
b. Network Function Virtualization (NFV) Coordinator: it
refers to the capability of managing the lifecycle of virtual
machines running networking/application services. Based
on the required service at the edge of the network, the
Orchestration node is in charge of creating, connecting,
migrating and destroying VMs, communicating with the
virtual machines hypervisor;
c. Orchestration Engine: it is the component that gathers
information about the network (topology, number of
connected clients, required content, availability of
network devices implementing NFV, etc.). According to
specific algorithms, it decides how to manage the
resources of the network devices. The implemented policy
can refer to a wide range of aspects: energy consumption,
end-to-end delay between source and destination of a data
flow, number of hops of the path, overall number of
virtual machines active at the same time, quality of
service, SLA with customers, etc.
2. The Application Specific Server or Front end process is a
high-level management application, independent from the
underlying SDN-NFV technology, which manages:
• authentication, authorization and accounting (AAA) of
each user accessing the platform;
• each request coming from users;
• communications exchange with the back-end services.
3. Clients and Service Providers: they are the end-users of the
system; they connect to the TLC network, by means of smart
provider edge nodes, respectively to require and provide a
service.
4. SDN-NFV enabled nodes: they are the elements hosting the
platform and allowing software defined networking and
network/service functions virtualization functionalities.

3. THE EMULATION FRAMEWORK
The emulation framework has been realized by means of the
interconnection of the network emulator Mininet with real
devices, such as wireless access points, 4G femtocell, PCs and
smartphones. The SDN controller involved in the proposed
network topology is a customized version of OpenDaylight. By
the way, all the various component of the platform will be
described.


Mininet (computing
environment)

and

networking

virtualization

Mininet is an open-source network simulator, it creates virtual
software-defined networks consisting of an OpenFlow controller,
flat Ethernet network of multiple OpenFlow-enabled Ethernet
switches, and multiple hosts connected to those switches.
The platform set up in our environment has two main peculiarity:
the SDN controller of the emulated network is not embedded in
the network simulator itself, but it runs stand alone in another
machine. This solution allowed us to keep physically separated
the network itself from the controller plane and, thanks to this
solution, we could deployed a customized version of the
controller. The other peculiarity of the platform consists in having
allowed, by means of a dedicated configuration script, physical
network interfaces of the computer hosting Mininet, to be
managed as network interface of the virtual switches. This

solution has enabled the interconnection of physical wireless
access points (AP) and 4G Femtocell to the emulated network and
consequently any physical device (such as smartphone, pc or any
other internetworking appliances) connected to the AP results as
being part of the emulated network. Among the other, the
network emulator provide to the platform also virtual hosts that,
accordingly to the VNF paradigm, can be instantiated according to
the orchestration policies. This has been made possible thanks to
the Mininet functionality which implies that all the emulated hosts
share the host file system and PID space: according to the
required Network Function to be dispatched, the virtual host
invoke the appropriate demon.


OpenDaylight

As previously introduced the SDN controller involved in the
emulated platform is the open-source project OpenDaylight.
OpenDayLight is a Network Operating System for SDN-NFV, is
developed under the auspices of the Linux Foundation and it is
written in Java. It support a variety of SDN protocols, in this way
it can be used for managing L2 Switches that support different
protocols. It act as a Controller in an SDN-NFV enabled
infrastructure, having the capacity to manage network divided in
slices, so different Controllers can manage differents subset of a
large network, interacting each other to get information about all
network. Was used version Hydrogen of OpenDayLight which
support OpenFlow 1.0 specifications.
OpenDayLight uses the OSGi Framework, a Java framework that
permit to have a modular system in Java, in this way, it is possible
to extend the functionalities of ODL, by using so called Bundles.
A Bundle is a component written in Java using the OSGi
Framework and OpenDayLight Java API, that allow the creation
of a module for the Controller; a Bundle is executed inside the
Controller and can interact with switches in the network.
OpenDayLight can interact with L2 Switch and Application from
respectively Southbound and Northbound.

Figure 1. 4G Radio Access Network emulation.
Northbound expose a REST API service that allows to manage
network, it can be also extended by a Bundle, so it is possible to
create new API Endpoint to interact with the Bundle, control his
behavior, or make some request to the Bundle. With this aim we
employed two Bundles, the first acting as a Service inside the
Controller, and the second one simply declaring the new API
Endpoints and call services.
In our Case Study, new Endpoints have been provided so that the
Orchestrator Server can interact with the SDN Controller.
Southbound is allowed to interact directly with L2 Switch, at this
level ODL supports different protocols, was used OpenFlow 1.0
(because is supported by Open VSwitch in MiniNet), southbound
is responsible for sending the configuration messages, created by
a Bundle, to the switches, it also allow to read the Flow Table and

Figure 2. Overview of the deployed testbed topology.

do some query to a switch (for instance to know if a host is
connected to that switch, or in which port is connected).

bound to the Edge Node 2 of the virtualized network. In such a
way it is possible to test SDN-NFV services involving
heterogeneous access technology.



4. CASE STUDY: LIVE VIDEO
BROADCASTING

Accuver femtocell + EPC emulator

In order to provide to the emulated platform a concept of mobile
access network, in addition to the WiFi Access Points, a “4G
Femtocell in a box” has been added to the platform by means of a
real network interface exposed by the Mininet simulator. In this
way, as already introduced for the other real network interfaces
exposed, the device connected to such interface will be interpreted
as attached to one of the interfaces of the emulated switches.
The attached Femtocell, providing LTE connection for nodes
inside its range, is connected to the Accuver XCORE EPC
Emulator [33] that implements the function of the whole Evolved
Packet Core infrastructure on a single PC, allowing in this way the
possibility to test and develop solutions for LTE systems without
the need of a real cellular network infrastructure (refer to Figure
1). We configured XCore allowing it to release a pool of IP
address in our subnet to LTE mobile handset (we used four
Samsung Galaxy S4 smartphone, that were preconfigured to work
with the femtocell and have a specific SIM card to do that), in this
way we know the range of addresses for mobile devices in our
network, so we can connect with mobile devices to our service
and use it.


Topology

The key elements of the platform, presented in Figure 2, has been
realized by means of two Intel NUC DC53427HYE (Ubuntu
14.04 as Operating System), named PC MiniNet and PC B,
running respectively Mininet network emulator and the
OpenDaylight controller; the MiniNet PC is equipped with three
USB-Ethernet adapters in order to provide the required network
interfaces for the data and management plane; three WiFi access
point act as CPE for 802.11 compliant devices such as PCs,
tablets and so on; finally, a 4G FemtoCell coupled with the related
EPC Emulator provides access to LTE smartphones connected to
the platform.
The machine hosting OpenDayLight controller has been used to
host the Orchestrator as well, so it act as the SDN network
Controller and as Server for our service, it was connected with
built-in ethernet to the other NUC to the manage network, and
with a USB-Ethernet adapter to an access point (is this way it can
be addressed for nodes inside the emulated network).

In order to test the effectiveness of the emulation framework,
we've developed a SDN-NFV compliant cloud service, i.e. a live
video broadcasting platform [34][35] enabling small/medium and
unusual content providers to share events with a restricted number
of interested users without the need of adopting a dedicated and
expensive data delivery infrastructure and/or subscribing
expensive contracts with carriers. The proposed platform,
presented in Figure 3, have two kind of end users:
1. Content Providers: with this term we refer to small, medium
or unusual video providers that do not have the economic
capacity - or it is out of their core business scope - to deploy
their own delivery network, or subscribe dedicated content
delivery services with TLC operators. Examples of this
category are universities, conference and workshop organizing
committees, small municipalities, sports clubs, training
institutions and so on willing to share events with a restricted
number of interested users. Transmit video can be encoded
with a specific quality at a quasi-constant bit-rate
[36][37][38][39]. Then it can be transcoded in the network
according to the available bandwidth towards the Clients.
2. Clients: they connect to the TLC network and require the
service to enjoy multimedia content made available by
providers exploiting the platform. Telco operator provides
them a client software (i.e. Mobile App, Web Portal or
similar) thanks to which it is possible to receive multimedia
content transmitted by content providers. Based on the
number of users connected and requiring contents, the Telco
operator, by using a softwarized approach, sets up and
manages the number of nodes and the amount of resources
involved in the service.
For that concerns the Virtualization layer our service, actually, is
based on two kind of Virtual Network Functions (VNFs):
 Acquirer Virtual Function: it is the access node of the
platform for the Content Providers and it represents the root of

A customized launching and configuration script for MiniNet,
written in Python language, allows the binding among the three
physical Ethernet ports of the MiniNet PC and the Open
vSwitches emulated by the network emulator.
The overall emulated infrastructure is therefore composed by a
full virtualized section (provided by the Mininet tool) and a real
network section, connected to the previous part by means of the
configuration script thanks to which physical devices result
attached to virtual switches.
The virtual network is composed by 8 SDN switches, subdivided
into 4 core nodes connected in full mesh manner and 4 edge nodes
acting as Customer Premise Equipment, CPE, (one for each core
node).
The physical devices involved in the platform are three WiFi
access points, bound with Edge Node 2, 3 and 4, each one
providing wireless connectivity to WiFi devices; the Accuver
Femtocell provides LTE radio access connectivity and it has been

Figure 3. Main elements of the live video broadcasting
service.

Figure 4. Live video broadcasting service over the emulation platform.
the logical content delivery tree; its main tasks are:
recognizing the media streams; notifying the Orchestrator
about the upcoming transmissions; receiving transmission
instructions (in the form of a list of IP addresses where the
media stream have to be forwarded). This virtual function is
dynamically instantiated by the Orchestrator in the Telco
Provider Edge node, in order to be as much close as possible
to the Content Provider;
 Edge Streamers Virtual Function: they are the edge nodes of
the network, and they directly serve the clients of the
platform. Like the other elements, they receive instructions
from the Orchestrator. Edge Streamers may expose additional
functionalities to the end users, such as transcoding of high
quality video to a lower quality video format to fit both end
users and networks requirements.
In theory these machine will be created as close as possible to the
end users, close in this case study will mean with the lowest
number of hops. The creation of the virtual function is done by
exploiting the virtualization capabilities of MiniNet, meanwhile
the dynamical configuration of the network is done with the usage
of the OpenDaylight (ODL) controller and more specific with the
custom bundle described in the previous section.
As far as the implementation of the service, Orchestrator and
Application Server have been entirely written in Java language;
more in detail:
 Application Server or Front End (FE): It accepts RESTrequest from both Clients and Content-Providers, it responds
with JSON objects. After the initial log in operation, Clients
can request to access to the Content Provider list, their
contents. The Content Provider can schedule new content or
start streaming a registered content and it communicate this
information to the Front-End. The Front-End needs to
interacts with the Orchestrator (or Back End) whenever an
operation that involves the Content Delivery Tree (CDT)
occurs. These operations involve an incoming new streaming
or a new Client that request a content streaming. The FE also
has the needs to interact with the database to store or load the
information needed to proper functioning of the platform
(Such as the Client username and password or information



about a content or about a Content Provider and many others
things);
Orchestrator or Back End (BE): this layer hides to the FE all
the actual mechanism used in CDT to manage all the different
entity. The BE basically expect four request from the FE and
perform different actions according to the specific request:
▪ Client X wants to see the Y content: The BE checks where
X is physically connected inside the network, this
operation is done with a request to the Northbound API of
the ODL bundle, with this information the BE can check if
nearby X there is already a Streamer Z, that is handling Y,
if the answer is yes, the BE will setup the network, by
using a different service offered by the ODL bundle, so
that the multimedia transmission of Z will go to X, if Z
doesn't exist, the BE will create it and set up the
communication just like the previous case;
▪ Content Provider X wants to stream the Y Content: The
BE just like the previous case, checks where X is
physically connected, with this information the BE will
create an Acquirer Z as near as possible to X, and will
make that the streaming of X will go to Z, utilizing again
the ODL bundle;
▪ Client X doesn't want to see anymore the Y content: The
BE will simply remove the association between X and his
Streamer, with a request to the ODL bundle;
▪ Content Provider X has finished the transmission of the Y
content: The BE will remove the association between X
and his Acquirer, and it will remove all the association
between this Acquirer and all of its Streamer and Client;

Finally, as far as the end users of the platform:
 Client: there are two type of Client that we've developed, an
Android App and a Java App; these applications interacts with
the Front End by means of REST-requests:
▪ Get all the Content Provider registered inside the
platform;

▪ Get each contents that a Content Provider has in their
show schedule;
▪ Choose a specific content and, if the content has already
started, it sends to the request to get the content
immediately, and it opens the media player (Vitamio
player for the Android, VLC media player for the
JavaApp), if not the app sets an alarm that will trigger a
couple of minutes before the beginning of the
transmission.
Each one of these request will trigger a request to the FE, that will
perform the necessary operation, and return back the information;
 Content Provider: is a simple C-language routine that sends a
REST-request to the Front-End; it actually performs only two
actions:
▪ Schedule a new content by sending all the information
about the content;
▪ Stream a scheduled content.
The sequence diagram in Figure 5 shows how the proposed
platform works when end users, client and content provider,
connect to the network and enjoy the proposed service.

5. CONCLUSIONS
This research work proposed an emulation framework enabling a
fast and simplified deployment and test of SDN-NFV based
services without the need of complex and expensive SDN-NFV
infrastructure. All the employed software are open source and
freely available so that the environment can be reproduced by
anyone interested in the deployment, testing and evaluation of
next generation full SDN-NFV services. To prove the
effectiveness of the platform we successfully deployed a live
video broadcasting services enabling small and unusual content
providers to share their content with a restricted number of

interested clients. We notice that the only component not available
for free is the 4G infrastructure we employed to emulate the LTE
radio access network integration. Future works will focus on the
separation between the SDN emulation layer and the virtualization
environment; more in detail we will employ Mininet as SDN
network emulator and we will investigate the integration with an
hypervisor such as Xen or KVM.
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